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Exercises 2
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Exercise 1: Semantically-secure encryption implies that P£ANP

Prove that if semantically-secure encryption exists then P#£NP.

Exercise 2: One-way functions

Let f and g be one-way functions that are length preserving, i.e., for every x € {0,1}* we have that
|f(z)] = |g(x)| = |z|. For h;’s defined as below decide if they are one-way functions (if the answer
s “yes” then give a proof, and otherwise provide a counterexample).

L hi(z) := f(z) @ g(),

2. ha(willxg) = f(21)llg(x2) (where |a1] = |22l),

3. ha(z) = f(2)lg(x), and
(

4. ha(z) == f(g(x)).

Exercise 3: PRG output extension

Let G be a pseudorandom generator that extends its input by one bit (i.e. it has expansion factor
¢ such that #'(n) = n+1). Let £ be any polynomial such that for every n € N we have £(n) > n.
Define H : {0,1}* — {0,1}* by the following procedure (for any ¢t € N):

on input (z9,...,2?) € {0,1}*
fori=1,...,¢(t) do

i i — i—1 i—1
(@1, @) =Gy, 2 )
ot
return (a:%+1,.. a:tg_i)

Prove that G is a pseudorandom generator.

Hint: Use the hybrid argument®.

"https://en.wikipedia.org/wiki/Hybrid_argument_(Cryptography)



